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The attack in three moves

86K+ FortiGate credentials exposed
Wo r I d Wi d e Internet-exposed Fortinet services scanned

automatically

Working firewall and SSL VPN credentials could enable remote access, security-control changes,
. . . Leaked passwords tested and working logins verified
persistence, and movement into internal networks.

Compromised devices used for access and credential

Treat a confirmed listing or working credential as an active security incident. collection

What happened and why it matters
Why this matters to you

Automated scanning Credential reuse Verified access Self-feeding loop A firewall credential is not “just a password”; it may control
R . . . . . the network perimeter.

Fortinet interfaces were Previously leaked passwords Working admin and VPN logins Newly collected credentials

targeted at scale. were tested. were retained. expanded targeting. Changing the password alone does not prove the device was

not modified.

No new Fortinet zero-day or breach of Fortinet itself was

confirmed at publication.
86K+ 194

credential and device entries reported. countries represented in the exposure.
Immediate customer actions
Rotate credentials
80 K+ 22'405 Rotate all affected device, admin, and VPN credentials; revoke
sessions.
unique IP addresses represented. unique organizational domains represented.

Assess compromise

Conduct a compromise assessment to measure impact and

Source: SOCRadar, updated June 18, 2026. The campaign was active and counts were changing during the investigation. persistence.

How FrontierZero helps

Disable exposed SSL VPN

Keep all internet-exposed SSL VPN services offline until every
credential is rotated and the investigation is complete.
Leaked credential monitoring MFA adoption audit
Detect exposed credentials and automatically rotate affected device Find uncovered accounts and automate MFA enrollment and
and user credentials. enforcement.
Measure identity exposure
See leaked credentials, MFA gaps, abnormal access, and automated
Pattern-of-life and anomaly detection Automated remediation and response EeSponselinliontisrzero;
Flag abnormal logins across time, location, device, and user behavior. Be\{oke sessions, disable access, rotate credentials, and trigger hello@frontierzero.io
incident workflows.

FrontierZero Identity threat detection and automated response



